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Abstract; With the development of cloud computing technology, the traditional boundary-based
security policy is mainly faced with two problems: The attacker is unobstructed in the system
after the security boundary is broken, and the attack may come from the internal trusted user.
Zero trust network architecture technology solves the security risk of boundary-centric by com-
pletely removing this trust hypothesis. The core of zero trust network technology is the mini-
mum privilege access control and dynamic update of control strategy, which requires the system
to strictly control the user’s accessible resources and maintain continuous attention to user be-
havior. Based on the big data and machine learning algorithm, this paper designs a zero trust
network model based on multi-factor authentication, and realizes the access control strategy
based on the user’s dynamic behavior. Experimental results show that the model can authentic-
ate the user behavior pattern through real-time analysis, deprive the abnormal user of access
rights, and realize the zero-trust network architecture.
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irootQubuntu:™# ping 10,0,0,2
PING 10,0.0.2 (10,0,0,2) 56{(84) bytes of data.

)From 10,0.0.1 icnp_seq=9 Destination Host Unreachable 53 295 0
From 10,0.0.1 icnp_seq=10 Destination Host Unreachable U
eq=11 Destinati : 0 178649
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