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Abstract: Edge computing, which deploys the cloud services in the edge network, has been en-
visioned as the dominant cloud service paradigm in the era of IoT. Meanwhile, edge
computing’s unique features, such as content perception, real-time computing, parallel pro-
cessing, etc., have also introduced new security problems. especially data security and privacy
issues. Protecting the security and privacy of data, data owners, and data applications in such
an untrusted system is thus a new challenge we are facing. From the perspective of security and
privacy-preserving technologies in edge computing, this paper first introduces related research
progress of identity authentication, access control and intrusion detection, and so on. Further-
more, it analyzes the characteristics and application scopes of typical schemes, and finally, the
paper discusses current limitations and possible directions for future researches.
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