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Hybrid Authorized Access Control Model Based on Trust Degree and Attribute

WANG Hong-xin, MIAO Li-juan, XU Shang-yu, YAN Dong
(Jinling Institute of Technology, Nanjing 211169, China)

Abstract: Aiming at the problems of poor adaptability and insufficient fine-grained access con-
trol caused by single role setting in traditional role-based access control, an improved Role-
Based Access Control (RBAC) model based on trust-degree and attribute is proposed. The
model improves the traditional user-role-permission allocation strategy. trust constraints are
applied to user-role assignment to control and the attacks and accesses of malicious users are fil-
tered. Further constraints are imposed on the effective permission allocation of roles by intro-
ducing attributes. The analysis implies that the hybrid extended access control model based on
trust and attributes for RBAC retains the advantages of RBAC authorized access, and supports
flexible, dynamic and fine-grained access control, which can effectively reduce the complexity
of management and provide a new solution for access control.
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