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Group Key Distribution and Full-healing

LIU Yanan., XIA Yuxin, QIU Shuo, ZHANG Zheng
(Jinling Institute of Technology, Nanjing 211169, China)

Abstract: In real-time chat systems and other Internet applications, new members may want to
automatically get historical chat content, a requirement called “historical session recovery”. In
view of this application requirement, this paper proposes the concept of “full recovery” of
group keys, which supports the automatic recovery of historical session keys by new group
members. Based on the secret sharing between hash chain and Shamir, this paper proposes a
specific group key distribution and full healing scheme. The scheme can resist the collusion at-
tack of the legitimate users, resist the internal and external attacks of the attackers, and the
one-way of the hash function guarantees the background security of the scheme. The scheme
automatically and efficiently recovers the historical key without incurring additional transmis-
sion.
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