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Analysis of Injection Technology in Software Security

CHENG Yuan, LI Wen-jue, LIU Yanan, QIU Shuo
(Jinling Institute of Technology, Nanjing 211169, China)

Abstract: Considering the current situation of software security, the basic principles and imple-
mentation methods of DLL injection technology and code injection technology are introduced in
details. The differences, advantages and disadvantages among different injection technologies
are compared. The defensive measures and industry research results of DLL injection are sum-
marized. Finally, future research field of Android system security is pointed out.
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