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Perceptual Hash Authentication Algorithm for
Key Frame of Highway Surveillance Video
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(1. Jinling Institute of Technology, Nanjing 211169, China;
2. Jiangsu Key Laboratory of Data Science and Smart Software, Nanjing 211169, China)

Abstract: Aiming at the integrity authentication of key frame of highway surveillance video,
this paper proposes a perceptual Hash authentication algorithm. Firstly, the key frames of
highway surveillance video are extracted by inter-frame difference method. Then, the main fea-
ture objects(road vehicles) of the key frame are detected by using you only look once(YOLO)
algorithm. Finally, low frequency information of the fusion result and key frame are extracted
as perceptual features to generate perceptual Hash sequence of key frames. In the process of
key frame integrity authentication, the possible tampering of video can be detected by compa-
ring the Hash sequences of two groups of key frames. The experimental results show that the
perceptual Hash authentication algorithm has good robustness and distinguishability, and can
effectively authenticate the integrity of key frames in highway surveillance video.
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